
 
 
 
Definition Types of Card Fraud: 
 
Skimming- is the theft of credit card information used to an otherwise legitimate transaction.  It is typically 
an “inside job” by dishonest employees of a legitimate merchant. 
 
Phishing- email messages randomly sent out to trick customer into disclosing credit card numbers, account 
password or banking information. 
 
Lost/Stolen Cards- it remains usable until the holder notifies the bank that the card is lost.  Always carry 
the bank contact number in a separate place so that you can cancel the card immediately. 
 
Helpful Hints: 
 
Return of Room Key Card at a Hotel- Never return the key card to the desk or leave it in the room.  Take 
it home and destroy it.  Your key card carries all the information that your credit card carries. 
 
Fueling your Vehicle-  When you fuel your vehicle always ask for a receipt, but also press the clear key 
after you have received the receipt so that all of your card information is cleared from the pump.  
Otherwise, you might just be paying for the next fellow to fill up. 
 
Secure Shopping Online- When placing orders online, check for the “closed padlock”, which is usually 
located in the bottom corner of your browser.  The padlock icon indicates that when you submit your 
information, it will be sent securely.  If you double click on the icon, a window will appear with 
information about the Web Site.  The information in this window should match the Web Site your visiting. 
 
Destroy Duplicates-  Do not leave carbon copies of your receipts behind.  Make sure you tear or shred the 
duplicate receipts when you discard them as they contain important information about your identity and 
accounts. 
 
Carry Your P-Card only When Necessary-  Only carry cards when you intend to make a purchase or a 
trip, otherwise keep the card in a safe place at your work site and only carry the card when you need it.  
 
Please share with information with all your P-Card users.  
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